How to install and configure KA-WALL
First steps
After open your KA-WALL box, connect the power adapter to the power supply and connect it to
your KA-WALL.
Connect your KA-WALL to one of the LAN ports of your router.

Log into your router’s, and get the KA-WALL IP address in LAN/Network -> DHCP Clients.

Open your browser and type your KA-WALL IP address. (ex: http://192.168.1.2)
Click on the button 'Admin panel'.

Click on login, enter your password and log in to the KA-WALL.

On the menu, click on settings.

On settings, set your IP address settings, and set it static. Then set your WIFI ssid and password.

Restart the system.

If somehow you can't find your device's ip address, you can go to https://wall.ka-ex.net and where is
'My device information' you can input your device's serial number and click 'check device', and it
will return your device's last information.
If it returns an error, it means that might have some problem with the connections or router, and
please check if the serial number that you have entered it's correct.

Use KA-WALL as your DNS server
Configure your router’s DHCP server options to force clients to use KA-WALL as their DNS
server, or manually configure each device to use the KA-WALL as their DNS server.
Define KA-WALL IP address as the only DNS entry in the router.
Only is italicized here for a reason: KA-WALL needs to be the only DNS server because it
intercepts queries and decides whether or not they should be blocked. If you have other DNS
servers configured, you may be sent to the correct domain, bypassing KA-WALL completely.
Log into your router’s configuration page and find the DHCP/DNS settings. Note: make sure you
adjust this setting under your LAN settings and not the WAN.

Again, KA-WALL should be the only DNS server set here as KA-WALL already delivers the other
upstream servers. If you set another server in your router, it’s possible your ad blocking may be
negatively affected.
Important: If you have existing network devices on your network when you make this change, you
will not see ads getting blocked until the DHCP lease is renewed. You can usually force a renewal
by restarting the device.
If you don't have access to your router you can manually configure each device.

Windows:
DNS settings are specified in the TCP/IP Properties window for the selected network connection.
1. Go to the Control Panel.
2. Click Network and Internet > Network and Sharing Center > Change adapter settings.
3. Select the connection for which you want to configure.
4. Right-click Local Area Connection > Properties.
5. Select the Networking tab.
6. Select Internet Protocol Version 4 (TCP/IPv4).
7. Click Properties.
8. In the general tab.
9. Select 'Use the following DNS server addresses'.
10.Replace those addresses with the IP addresses of your KA-WALL in both options (preferred
DNS server and alternate dns server).
11.Click in 'Validate settings upon exit' or restart the selected connection (network adapter).
12.Repeat the procedure for additional (computers) network connections you want to change.

Linux:
In most modern Linux distributions, DNS settings are configured through Network Manager.
1.
2.
3.
4.
5.
6.
7.
8.
9.

Click System > Preferences > Network Connections.
Select the connection for which you want to configure.
Click Edit.
Select the IPv4 Settings.
If the selected method is Automatic (DHCP), open the dropdown and select Automatic
(DHCP) addresses only instead. If the method is set to something else, do not change it.
In the DNS servers field, enter your KA-WALL’s IP addresses.
Click Apply to save the changes.
Repeat the procedure for additional (computers) network connections you want to change.
If your Linux distribution doesn’t use Network Manager, your DNS settings are specified
in /etc/resolv.conf.

macOS:
1.
2.
3.
4.
5.

Click Apple > System Preferences > Network.
Highlight the connection for which you want to configure DNS.
Click Advanced.
Select the DNS tab.
Click + to replace any listed addresses with, or add, your KA-WALL’s IP addresses at the
top of the list:
6. Click Apply > OK.
7. Repeat the procedure for additional (computers) network connections you want to change.

Android:
1. From the Android Menu home screen, tap Settings.
2. Tap Wi-Fi on the menu. The screen shown below appears, listing all of the networks your
phone is able to discover.
3. Long press the Network you're connected to, and tap Modify Network.
4. On some devices, you may need to check the box for 'Advanced' to see further settings. To
adjust your Android DNS settings, you will need to switch the IP settings from DHCP to
Static. Once changed, the menu will appear with the DNS settings available to edit. Don't
worry about the editing the IP address as the Android device will fill in the IP address it has
acquired through DHCP. Replace the entries for DNS 1 and DNS 2 with the KA-WALL ip
addresses.
5. Save your settings.

